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What is Safety scanning

A comprehensive method to be used by one or more NSAs
- for effective safety and risk management planning
— and review of (major) changes
On the basis of the Safety Fundamentals (areas of safety interest)
In a multi-actor setting
Pro-active not re-active (from V1 - E-OCVM]
Total System Safety Approach
To decrease costs and improve output
— Decrease “the hidden factory”
e Early identification of “loose ends”
— Optimise HR-planning of NSA
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Safety Fundamentals
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Safety scanning process (1)

N
kisa Implemented
Concept
Focus of E-OCVM
ATM MNesds Scope Feasibility Integration PSS ELIGAA Cparatisna
Gather and assess Scope Operational Iteratively develop and Build, Industrialisation Imiplermaniation
ATM Performance Concept and develop evaluate concept consolidate and approval
MNeeds Validation Plans and test

L8 =
i i i i
Y Y Y Y

A
1

A
3

Ministerie van Verkeer en Waterstaat
17 november 2010

Safety scanning




CCCCCCC

Safety scanning process (2)

e The Change Agenda (milestone 1)

— Overall [3-5 years] plan of relevant changes ["the change
register’”’] for safety at national, FAB or multi-national level

e Under the responsibility/coordination of the government [L1
policy body: Air Traffic Commission] inter alia High Level
[FAB] Policy Body

e Per change:

— Provide good description (Developer/ANSP)

— List relevant stakeholders affected by the change
— Define scope of the change

— Define joint goals / non joint goals

e Assign responsible party/parties to address the safety
consideration

o Agreement of the position of the NSA (monitoring/advice)
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Safety scanning process (3) oS

e A high level Safety scan (milestone 2)

— Pre-scan done by moderators, program manager and some key
persons

— Full Safety scanning session [E-OCVM V0-V1{needs and scope}] with
relevant stakeholders coordinated by responsible party

e Define safety considerations based on Safety Fundamentals:
— Regulatory Benchmark (existing or new)
— how to meet SMS requirements
— Operational safety
- and [some] safety architecture aspects

e Address the safety considerations to the actor responsible to
solve the issue

— Develop a Safety Register
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Safety scanning process (4) DL

e A detailed Safety scan coordinated by ANSP (milestone 3 & 4)
— Safety scan [E-OCVM V2 {feasibility} ]
e New or refined safety considerations in line with development
— More insight in operational safety
e Resolution/tracking of assigned safety considerations
- Update Safety Register
— Safety scan [E-OCVM V2 =»V3 {integration} ]
e New or refined safety considerations in line with development
— more insight in safety architecture
e Resolution/tracking of assigned safety considerations
— Safety scan [E-OCVM V3 =»V4 {pre operational} ]
* New or refined safety considerations in line with development
— More insight in the overall/integrated picture
e Resolution/tracking of assigned safety considerations
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Safety scanning process (5) DN ) )

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

e Acceptance of notified change by NSA (milestone 5)

— Safety scan coordinated / done by competent authority [E-OCVM
V4 =V/5 {operational}]

e Tool can assist by acceptance change [EC 1315]
— [Follow up] scan on the basis of the previous scan results

— Done by single audit team or in collaboration with other
authorities [airworthiness, operations or military
oversight]

e Confirmation of resolution of assigned safety considerations
— The 472 vehicle for paved roads

— Idea is that SST can help by building the ‘Oversight Argument’
e To be elaborated in an advanced version SST3.0

— The 4*4 vehicle for rough terrain
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What's in the package

e A comprehensive method for Safety scanning changes in a multi-
actor setting

— A tool (questionnaire on the basis of the Safety Fundamentals)
e Guidance for use

— Guidance for moderators

— Guidance for safety analysts

Guidance for Regulatory Tasks

— Proof of consistency with EC requirements and principles
e A method for reviewing a safety method for a specific change

— A tool (questionnaire on the basis of the SAFMAC quality
indicators)
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Demo

e Some results from the
Safety scanning session
of the Conops of an
Airspace Flow and
Management Unit
[advanced Flexible Use
of Airspace]
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Working with the Safety Scanning Tool

e In MoT the Netherlands, use of SST will be incorporated in procedures of
program management

e In FABEC, principles of Safety Fundamentals and multi-actor are [to be]
incorporated in the common safety approach

— TF early safety impact assessment [NSAC & SConSAF]

e Safety Fundamentals are being included in the CFMU SMS Safety Management
of Changes approach

— Eurocontrol/CND &NWM has already produced three Safety scans
e NLR [SJU-associate] and UniKs promote SST and bring it to the ‘market’
— Brochure available
- Website: demo version available
— Assistance c.q. moderating a Safety scanning session
e Use of SST has been recommended
- CAATS II
- RESET WP6
— SENSE

Ministerie van Verkeer en Waterstaat
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Some impressions from the field

Safety Screening of High Level ConOps AFMU [2007]

— NLR: “Participants were enthusiastic and considered it a valuable tool to
get an overview of the main safety issues”

EGNOS trial [2009 with old tool]

— Fun!, very useful, good starting point, Tool brings parties together and
allows exchange of opinions, helps to generate a global view

FABEC AMRUFRA: coordinated safety case in a multi-actor setting [2009]

— FABEC: “multi-actor setting coordinated the individual safety assessment
processes in an effective and efficient way”

Safety scanning of ConOps Dutch AFMU [2010]

— Even the identification of the documents is done in a multi- actor manner
Safety scanning of PBN-Roadmap 2010-2020 the Netherlands [2010]

— Program manager: Also good to do a follow up scan in a later stage
Pan-European project CCAMS [2010]: 40 safety considerations

- Some would not be found with the traditional fault-tree analyses

Ministerie van Verkeer en Waterstaat
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Follow up

17

End 2010: offer a SRC-document to SRC for endorsement
February 2011: acceptance method by SRC

March 2011: launching SST in a joined workshop with EASA/SATF
March 2011: publish “Future Work”

WP6: process description in a multi-actor environment

WP8: additional guidance for program managers & oversight
officials [notification] moderating and interpreting the results of a
Safety scanning session

WP11: Literature study Human Automation Interaction
e Proposal for additional Safety Fundamentals in the HF domain
Proposal / specification for a advanced version SST3.0

Near future: SST accepted as AMC by EASA?

Ministerie van Verkeer en Waterstaat
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Demo

e Some results from the
Safety scanning session
of the Conops of an
Airspace Flow and
Management Unit
[advanced Flexible Use
of Airspace]
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AFMU Safety Scan

Airspace Flow Management
Unit
Safety scan conducted on
12 April 2010 in
Amsterdam
Participants:
— Military regulator
— Civil policy maker
— Civil regulator
— AFMU ConOps Developer
— Civil ANSP
— Military ANSP
- AFMU staff
— Moderators

Safety scanning 17 nuvernwer «J10
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Safety Scanning Tool

Safety Fundamentals

The Safety Scanning Tool supports regulatory tasks such as oversight or approval
processes.

It utilizes a set of safety fundamentals as anchored in European law and demonstrates
existing safety regulatory requirements as well as best practices in safety
assessment.

The Tool ideally is used iteratively in the course of a lifecycle of a product.

In initial phases it coordinates understanding of licensees and regulators on safety
needs.

In later phases it supports regulators in developing acceptance criteria for safety
evidences provided by a licensee.

Please click anywhere on this text for help and instructions on the use of the tool.

About Start
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Safety Scanning Tool - User Details

Question Navigator

O Us=ser Details

[¥] General

Regulation framewark
-O Safety management
[¥] Operational safety

[ =afety architecture
O Regulation-Checklist
OFinish

B R S s e

Progress through guestions

User Details Home | Help |
Name | 3.4, Smelkink, B: Klein Obbink, M.H.C. Everdij
Email Address | smeltink@nir-atsi.nlr

Title of the Subject addressed® | AFMLI
Subject description

In Junie 1994, the European Civil Aviation Conference (ECAC) Ministers of Transport agreed to adopt For Europe the concept of Flexible Use of Airspace (FUA),
The FUA concepk has adopted the principle that airspace should no longer be designated as either purely civil or military airspace, but rather be considered as
one continuurm and allocated on a dav-to-day basis according ko user requirements, Within this FIUA concept, the daily allocation of the required airspace is
decided by a joint civilfmilitary Airspace Flow Management Unit (AFMLD, resulting from a collaborative Airspace Management/Air Traffic Flow Management air
Traffic Contral (ASMIATFMATC) process,

Mid 2005, the Metherlands Air Traffic Committee {Luchtverkeerscommissie, LW in Dukch) established a Task Force which was tasked to write an operational
concept document For such an AFMU (Gibbs and de Jonge, 2005).

Key documents available to the Subject

Francken, C.H. (20073, Establishing an Airspace and Flow Management Unit (AFMLUY in the Metherlands, Deliverable AFMUJ D04, 1: High Level Roadmap 2007 -
2012 For the integration of 43M and ATFCM, FATMC report FATMC-2007-0GTL- 001, Edition 3.0, dated 11 December 2007

Francken, C.H. (2003a). Establishing an Airspace and Flow Management Unit (AFMUY in the Netherlands, Deliverable AFMU 2005-002; COMOPS 2009, FATMC
report FATMC-2005-DGLM-002, Edition 1.0, dated 30 August 2003,

Francken, C.H. (2003b), Establishing an Airspace and Flow Management Unit (AFMUY in the Metherlands, Deliverable AFMU 2005-003: Implementation plan
2009, FATMC report FATMC-2005-DGLM-003, Edition 1.0 dated 31 October 2003,

*4l of the following guestions need to be answered in respect to the Subject stated.

Back | NANERRRENEREAENRRENN Finish Mext




Question Navigator

Seneral

-0 Safety
Operatiy
O =afety
O Regulat
-~ [ Finish

B e = e S

Progress throu

Regulation framewark

O User Details

Safety Scanning Tool - Help and instructions

The main form is the
questions form, which
can be split into three
areas shown here:

User Details Home Help

MName 3w, ameltink, B, Klein Qbbink, M.H.C. Everdij

Safety Scanning Tool question page help

”’ﬁm&nﬂ safety regulatory framework relatsd to the Subject claar?” —
{ \JO
| CorasiEly

| Cleaze eqter CLIP a7 sper jus: ficatinn

{ e

Question Navigator

On the top, right hand side are 1 to 5 gquestions as above. Each question has three areas:
- The top left which contains the question iself. Additional explantion can be shown by clicking and
holding the left mouse hutton down on the guestion text.

(7 D"[J.ser Details
—-+1[J General

—- O Regulation frarmework

- The right which contains the answer choices. =
- The hottom which allows you to enter a justification for the answer you have selected.

- [ Setting the context NHote: some questions may be greyed out, this means that the answers you have chosen previously

already cover the gquestion, and so it does not need to be answered

Regulamry Frincipl

(] =tructural Needs -1 On the left hand side is the Question Navigator. This allows you to see the structure of the questions

(O Operational safety
(O Safety architecturs

e

| | I Finish

| Existing regulations

[ Structural Meeds - | and your position within them. In this example the current group of questions is "Structural Needs’
O/!mplementation Me| (red) and is highlighted grey.

[ Meeds for requistio]  The navigator also shows which question groups have been completed by tick boxes. In this
tJ =Zafety management

example the ‘Hegulatory Principles’ section has been completed (blue).

The “+" and ' sighs (green) alow you to open and close parts of the tree.

Finally you'can also navigate to a specific group of questions by clicking on the group’s name. Any
answers you currently have will be saved to the spreadsheet before the next page is loaded.

At the top of the page is the progress panel:

The progress har (hlue) shows how far towards answering all the questions you are.

The 'Next' [green) and 'Back’ (orange) buttons allow you to go to the next or previous group of
questions respectively.

The Finish® button (black) calculates your preliminary results and shows you them.

Pressing any of these huttons copy your current answers to the "Answers” sheet.

The ‘Add/Edit Notes® (pink) button opens a separate form where you can record additional comments.

Progress Bl

| [ ][ Finish ]: - _Ngxt ][ Add/Edit Notes ]

Warning: You must save the tool when you close excel otherwise your answers may be lostl

i Close




scanning Toe

Question Navigator

- OVser Details
DGeneraI

: - [ Setting the context
=N Regulatmn frarmework
~ E Regulatory Principl
- M Structural Needs -
- [ Structural Needs -
[ Implementation Ne
i = [ Meeds for regulatio
.Safety managermernt
- HSafety policy

[ Safety planning

[ Planning of safety +
- M Planning of safety
- [APlanning of safety |
=N Operatmnal safety

: - [ Procedures

- [ Operating environrr]
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[ Organisation
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. FReliability

[ .Safely architecture

- [ Transparency
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[ Functionality
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- M Maintainahility
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~OFinish

Progress

AFMU: Setting the context
Back

Safety
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Basic Safety
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Save | Home | Help ‘

Finish | mext | AarEdit Notes |

General Architecture
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Safety Management
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Safety Scanning Tool

Question Navigator AFMU: Setting the context Swe | Home | Help
~[OVser Details Progress Back |llllllllllllllllllll Finish Mext Add/Edit Motes
—|-[] General

- [JSetting the context| | 1) What is the level of maturity of the Subject?”

—|-[#] Reqgulation frarmewaork
: Regulatory Principl
Structural Meeds -
: Structural Meeds -

iZonops'en Zijn deels klaar. Ontwikkelfase en begin van uitrolfase. Implementatieplannen
[l Implementation Ne Zijn nog niet gereed. Beeld hoe AFMU moet functioneren is scherp.
.. ] Meeds for regulatio Development finished. Implementation pending.

—- [ Safety management 1.1) Who is affected by the Subject and why? *
- [w] Zafety policy
- [#] Zafety planning
- [#] Planning of safety
[ Planning of safety :{[ | alle (Zie lijstje)

- B Planning of safety ||| | luchtruimgebruiker (beter plannen eerder aanmelden)
—| [F Operational safety Je High-level Conops
~EPrcaduEe 1.2) Has the goal of the Subject been jointly set by the stakeholders? =
[¥] Cperating environer
- [ Competence
- Pl Human-machine ir
- [4 Organisation Ja, inwerkgroep AFMLU. Daarin zaten (bijna) alle betrokkenen. KMWYL niet. KLM
(4 Communication vertegenwoordigde alle AO's, Doel: Efficienter luchtruimgebruik. Bij gelijkblijvende
- [ Reliability absolute veiligheid.
—| -] Safety architecture = = = = =
- B Transparency 1.3) How much would the implementation of the Subject change the functionality

Redundancy and the boundaries of the current situation? *

- [ Interdependence

- [#] Functionalit I . ; - . —
; |megmy ! YWerder vooruitkijken in planning. Centralisatie van de functionaliteiten. In de

ST o functionaliteiten zelf verandert niet zoveel.
[#] Maintainability ) ) ok ; : o "
4[] Ragulation-Checklist Yerandering tav velligheid: verbetering door verder wvoorlit te plannen. Hoger efficiency bij

~OFinish 1.4) Are there any constraints for implementation of the Subject?”




~OUser Details
O General
M| S ctting the contexd
Regulation framewaork
- [#] Regulatory Principl
[¥] Structural Meeds -
- [#] Structural Meeds -
- [#]Implementation MNe
- [#] Meeds for regulatio
[¥] Zafety management
- [w] Zafety policy
- [#] Zafety planning
- [#] Planning of safety
[¥] Planning of safety :
- [#] Planning of safety |
[¥] Operational safety
- [#] Procedures
[¥] Cperating environer
- [ Competence
- Pl Human-machine ir
- [ Organisation
[¢] Communication
- B Reliability
[¥] Safety architecture
-~ M Transparency
[¢] Redundancy
- [ Interdependence
- [ Functionality
- [ Integrity
[#] Maintainability
IO Regulation-Checklist
~OFinish

Save

AFMU: Setting the context

| Harme |

Safety Scanning Tool

Question Mavigator

Help

Progress [NERERRRRRRNRRRERRNER

Back Finish

et

Add/Edit Maotes

1) What is the level of maturity of the Subject?”

iZonops'en Zijn deels klaar. Ontwikkelfase en begin van uitrolfase. Implementatieplannen
Zijn nog niet gereed. Beeld hoe AFMU moet functioneren is scherp.
Development finished. Implementation pending.

1.1) Who is affected by the Subject and why? *

The context of this question is that we need to try to understand the scope of
the Subject and understand its boundaries. Hence this question asks if the
51 Bubject boundaries have been satisfactorily identified to ensure that the right
|y stakeholders are involved.
Zi This refers to both the time when the Subject is developed and when the
1. Subject is implemented. The “why” can refer very broadly to e.g. the “effect on
operations or maintenance” or “the need for certification” or “the need for
managerial decisions” or “the need for institutional arrangements”.
For the “who”, make a selection from:
J:® Pilot
ve @ Airline operator
ate Air Traffic Controller
—1.-® Air Traffic Service provider
# Air Navigation Service Provider ¢ System engineers or maintainers
# Aerodrome or Airport Operator e Others (who?)
® Performance reviewer (legislatorsiRegulators)
Y
fuFor the “why"”, provide document references.

® Legislator

# Regulator

¢ Central flow management unit
e AISIAIM operator

ol <




Safety Scanning Tool
Question Navigator AFMU: Regulatory Principles swe | Home | rep

~ OQUser Detalls Progress Bak  (NNNNNNARNNARNNAREERN Finish | mext | ccrEdi natas |
= |:|Genera|

- [OGetting the context
- M Regulatmn framework
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- [A Competence /‘——\-_\_\\___/
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[+ [ Regulation-Checklist and Review > %
- [OFinish ensure /____\\—-—/
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Safety Scanning Tool

Question Navigator AFMU: Regulatory Principles Sae | Home | Hebp
~OUser Details Progress Back |llllllllllllllllllll Finish Mesxt Add/Edit Motes
7 D.Ggegrzlmng the context| | 2) Does the ipstitutional s;afety regulatory framework relate to the Subjectin a clear —;”?\Jwgr
— [ Regulation framewark and unambiguous way? ~ Datia
: Regulatory Principl Y
_ g::ﬂgﬂ:g: EEESE Is het een AMNSP of niet? Miet in 2096, maarwel in 1315, [s niet unambiguous. Moet M

wiorden uitgezocht wat de feitelijke situatie 15, In ML-wet staat dat luchtruim “is" van

: Implementation Me 2 : ; : ; S ;
I ministers van Y&\ en Defensie. Alleen de primaire luchtruim toewizing is vastgelegd.

- [#] Meeds for regulatio

=[] Safety management 2.1) Does the development or implementation of the Subject raise any issues with [~ Answer
- B =afety policy respect to the separation of regulation and service provision? * Mo
- [#] Safety planning T Possibly
- [#] Planning of safety - Yes

Planning of safety || | Blijft gescheiden.
- [ Planning of safety |
- Operational safety

' gmce'j.”res . 2.2) Is it clear which safety regulatory oversight authorities are to be consulted, —r&nijwer
cgfnrsteltnfnigmm concerning the development and the implementation of the Subject? G
'  Partial
- [ Human-machine ir o i
L _ _ , " Yes
' grga”'sa?m?_ In ML is dat voor safety oversight IVWINSA en MLA. Moeten beide worden
ommunication
econsulteerd.
- [w] Reliability 9
= Safety architecture
¥ : : : =
- FTransparency 23)Isit cle.ar which stakeholc_iers should be consulted, if new regulatory rules for Fningr
Redundancy the Subject would be required? _
- [ Interdependence © Fartially
- [ Functionality & Yas

. [ Integrity Stakeholders zijn bekend. Er zijn officiele consultatiemechanismen.

[¥] Maintainability
+/- [ Regulation-Checklist
~OFinish
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Safety Scanning Tool

Question Navigator AFMU: Safety policy e | i | el

O User Details Progress Finish | mewt | AdaEdit Hotes |
El DGenera\
. [OSetting the context
= .Regulatlon frarnework

- M Regulatary Principl

[ Structural Meeds - - :

- [ Structural Needs - .

[ Implementation Me
: - [ Meeds for regulatio
£ .Safety management
- [ Safety policy

- [ Safety planning

- @ Planning of safaty :

- [FPlanning of safety :

- EFlanning of safety |

osemonl v Responsiveness,
| pEomm Learning Understanding,
E-heni “ L Openness

S Cnmmunlcatlnn

Promotion Pahey

- [ Transparency
- [P Redundancy
: o [@Interdependence
.~ [@AFunctionality
- [ Integrity .
: - [ Maintainability
- ORegulation-Checklist :
- [OFinish

Detectability, Assurance Planning

. . Feedback

Responsibility, W | Achieve-
Practicability ment

Completeness,
Unbiasedness
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~OUser Details
O General
- [ =etting the context
Regulation frarmewaork
- [#] Regulatory Principl
[¥] Structural Meeds -
- [#] Structural Meeds -
- [#]Implementation Me
- [#] Meeds for regulatio
[¥] Zafety management
- [w] Zafety policy
- [#] Zafety planning
- [#] Planning of safety
[¥] Flanning of safety :
- [#] Planning of safety |
[¥] Operational safety
- [#] Procedures
[¥] Operating environm
-« [#] Competence
- [ Human-machine ir
- [#] Organisation
[¥] Communication
- [ Reliability
[¥] Safety architecture
- [#] Transparency
[¥] Redundancy
- [#] Interdependence
- [#] Functionality
- [#] Inteqrity
[¥] Maintainability
[ [ Regulation-Checklist
~OFinish

Safety Scanning Tool

Question Mavigator

AFMU: Safety policy Swe | Home | Help
Proguass Back |llllllllllllllllllll Finish Mext Add/Edit Motes
7} Does the implementation of the Subject possibly affect the Safety Policy?* —ﬁ”?ﬂwgr
&~ Possibly
: o : T ; {"Yes
AFMLU zal niet de Safety Policies van de verschillende organisaties veranderen. MNiet
duidelijk of er een aparte Safety Policy voor AFRMU gemaakt moet worden. Eris geen
policy woor de ARMLL
7.1} Is the approach to managing safety unambiguous and verified by the time the —r&nswer
Subject will be implemented? * Mo
T Fartially
~
15 nog onduidelijl. L
7.2} Is the allocation of safety responsibility and the understanding of the safety —ﬁningr

roles clear to those responsible for the development or implementation of the
Subject?

Mog niet duidelijl.

" To some extent
© Yes

7.3) Is there understanding of and openness about trade-offs being made between —lft”ﬂwer
safety and other operational objectives, i.e. cost, capacity, security and Mo _
environmental sustainability? " Possibly

O Yes

7.4} In the situation when the Subject will be implemented: are practicable —ﬁnswer
processes foreseen to minimise the contribution to the risk of an aircraft Mo
accident? © Possibly

" Yes
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- General
D_ [] Setting the cantext 19} Is the description of the Subject transparent, clear and complete?” —ﬁ”?ﬂwgr

—|-[#] Reqgulation frarmewaork ~ _
- F Regulatory Principl = Fartially

Structural Meeds - : : . " Yes
_ Stmcmral Nepds - COMNOPS'en enimplementatieplannen zijn gereed en geaccepteerd door de werkgroep.
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Main conclusions of AFMU Safety scan

AFMU will create more interdependence due to the Collaborative Decision
Making process. A more precise planning of the airspace users is required.

Working procedures, staffing, required competence and training, and the
planning rules are the major items that need more detailing. Specifics are
required to know if AFMU can be implemented safely.

It is not clear, at this point, how the AFMU will be organised: as a separate
organisation or within specific organisation. As a consequence, it is not clear
how the safety will be managed.

Regarding the use of the Safety Scanning Tool:

The participants were very positive and they indicated that the tool can
effectively assist in doing a self-evaluation of an operational concept at an
early stage.

Particularly the multi-actor setting of the session and the opportunity for a
structured communication was considered of great value.
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